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Singapore tops Southeast Asia as
leading source of

Despite being the largest source of cyberattacks
in Southeast Asia, Singapore recorded the lowest

number of local cybersecurity threats in 2024.

Singapore reports highest rate of
ransomware attacks of

This increase meant that Singapore reported the

highest rate of ransomware attacks of all

Phishing, ransomware and infected
hardware major

Singapore's Commissioner of Cybersecurity and
Chief Executive of CSA, David Koh, noted that
Singapore currently faces persistent and severe
cyber threats from

Ransomware and phishing attacks
continue to plague

In Singapore last year, the number of phishing
attempts more than doubled, while ransomware
incidents continued to impact small and midsize
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countries surveyed this year. In 61 per cent of
attacks

SINGAPORE AND SOUTHEAST ASIA :
THREAT

Singapore, in particular, ranks fifth, owing in part
to its high-quality hosting infrastructure and
relatively permissive legislative environment.
Turning
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Digital-Fraud Attack Rate in
Singapore Higher than APAC
Average

Digital fraud attacks are on the rise, with
Singapore receiving 32 million such attacks last
year, a cybercrime report has found. This was
driven by a surge in digital transactions post

Singapore: an OSINT-based Threat
Intelligence Report (Jan 2024)

Implement Rate Limiting: Implement rate-limiting
mechanisms to restrict the number of connection
attempts within a specific timeframe. This helps
mitigate brute-force attacks by slowing down
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The following table lists the top vertical
industries under attack from July 2025 to
December 2025 by number of attacks.

Singapore battling sophisticated

cyberattack from

Singapore is dealing with a "serious" cyberattack
against its critical infrastructure by a highly
sophisticated entity linked by industry experts to

China,
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Singapore Cyber Landscape
2024/2025

One such group targeting Singapore is UNC3886,
focusing on high-value, strategic targets,
including critical infrastructure. This SCL also
highlights a

Chinese cyberspies breach
Singapore's four largest telcos

The Chinese threat actor tracked as UNC3886
breached Singapore's four largest
telecommunication service providers, Singtel,
StarHub, M1, and
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Singapore Records Highest Increase
in Ransomware

This increase meant that Singapore reported the
highest rate of ransomware attacks of all
countries surveyed this year. In 61 per cent of
attacks

Singapore recorded over 6.4m
cyberattacks in 2024

It detected and blocked 6,487,624 attacks from
various online sources. Singapore faced more
than 6.4 million cyberattacks in 2024, according
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Singapore's Cyber Attack Trends:
What You Need to Know

Common cyber attack methods used in
Singapore include malware, social engineering,
and advanced persistent threats (APTs). Cyber
attacks have

Singapore is 5th most targeted
country for ransomware attacks in
Asia

SINGAPORE: A new report on cyber threat
incidents illuminates Singapore's vulnerability to
attacks and shows that it ranks high in Asia
among targeted countries.
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Singapore Threat Landscape Report

Finally, the DDoS Attack Statistics section
provides an overview of distributed denial-of-
service (DDoS) attacks, outlining the intensity
and frequency of these threats and their impact
on Singaporean

Singapore Becomes Southeast
Asia's Cyberattack

Singapore's status as a premier tech hub in
Southeast Asia has long been a point of
pride--and, as recent data suggests, a double-
edged sword.

Critical infrastructure in S'pore
under attack by cyber

Mr Shanmugam said the number of suspected

APT attacks in Singapore has increased more
than fourfold from 2021 to 2024.
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Singapore Becomes Southeast
Asia's Cyberattack

According to findings from Kaspersky Security
Network, 2024 saw over 21 million cyberattacks
originating from compromised servers in
Singapore,

SINGAPORE AND SOUTHEAST ASIA :
THREAT LANDSCAPE

Singapore, despite its relatively small
geographical footprint, records a
disproportionately high number of cyberattacks.
This can be attributed to its status as a host for
numerous international
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Singapore Cybersecurity Market

As cyber-attacks are lucrative, the demand for
cybersecurity solutions and services in Singapore
will continue to grow. Companies interested in
the Singapore market will learn much at
GovWare, a

Singapore clocks higher
ransomware attacks, warns of loT
risks

Ransomware and phishing attacks continue to
climb in Singapore, hitting small and midsize
businesses (SMBs) and social media platforms.
Cybercriminals also are expected to turn
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S'pore organisations among most
targeted in the world

SINGAPORE - Ransomware attacks are on the
rise, and organisations in Singapore are among
the most targeted in the world, according to a

recent
REPORT The State of Cyber
Resilience in Singapore
93% of Singaporean companies with an A grade /
have not been breached in the last year \ \«% % S

(demonstrating the importance of having an A ’ :
grade) Only 4% had a C rating or below, which is

remarkable because

Cable structure

Chinese group accused of hacking
Singtel in telecom

Singtel was breached by Chinese state-
sponsored hackers this summer as part of a
broader campaign against telecos and other
critical
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Sirigapore Threat Landscape Report

Singapore's Expanding Threat Landscape: The
cyber threat landscape in Singapore continues to
evolve rapidly, with multiple sectors including
retail, finance, and information services, facing
persistent

CSA Releases Key Findings from
Singapore Cybersecurity Health

CSA's Singapore Cybersecurity Health Report
2023 reveals that local firms adopt about 70% of
essential cyber measures, but only one in three
have fully implemented key categories. With

Cyber Attacks in Singapore Up
145% 12

Looking at the statistics in Southeast Asia region,
the trend is consistent, showing an increase p LT ¢
overall in the region, with Singapore taking lead

Singapore is Southeast Asia's
leading source of

Around 21.9 million attacks originated from the
country. Singapore has emerged as the leading
source of cyberattacks in Southeast Asia, with
21.9
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Contact Us

For datasheets, pricing, or custom telecom energy solutions, please visit:
https://koskolong.co.za
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